Corporate Anti Fraud Team Privacy Notice

Who are we and why are we publishing this notice

Harrow Council collects, uses and is responsible for certain personal information about
you. We are regulated under the UK General Data Protection Regulation ( UK GDPR) and
the Data Protection Act 2018. Under these laws, Harrow council acts as the data
controller for the personal information we process.

This Privacy Notice explains how the Corporate Anti-Fraud Team (CAFT) collects and uses
your personal data when carrying out its duties to prevent, detect and investigate fraud
and related offences and to protect public funds.

We are required to process personal data in order to fulfil our legal obligations and tasks
in the pubic interest.

Data Protection Officer:

Marsha White
Harrow Council
PO Box 1358
Harrow

HA3 3QN

dpo@harrow.gov.uk

This notice applies to all personal information collected for and or on behalf of the
Council whether by letter, email, face to face, telephone, online or any other method.

Purpose for Processing your information

The Council has a legal duty to protect the public funds it administers and may use your
information for lawful purposes, including:

e Preventing and detecting fraud, corruption, and money laundering
e Investigating allegations of fraud and related offences

e Carrying out proactive anti-fraud exercises and data matching

e Verifying information provided to the Council

e Supporting legal proceedings and enforcement action

These activities form part of the Council’s Corporate Anti-Fraud and Corruption
Strategy.
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Our legal Basis for using the information you provide?

The legal basis for processing and or sharing your personal information is under article
6(1)(c) and 6(1)(e) of the UKGDPR. We process your information as part of our compliance
with a legal obligation and under our public tasking duties.

The legal basis for Counter Fraud investigations is set out below:

e Section 151, Local Government Act 1972

e The Council Tax Reduction Schemes (Detection of Fraud and Enforcement)
e (England) Regulations 2013

e Local Audit and Accountability Act 2014 (Part 6)

e Section 68 of the Serious Crime Act 2007

e Prevention of Social Housing Fraud Act 2013

e The Money Laundering, Terrorist Financing and Transfer of Funds (Information on
e the Payer) Regulations 2017

e Fraud Act 2006

e Criminal Procedures and Investigations Act 1996

e Schedule 2, Data Protection Act 2018

e The Police & Criminal Evidence Act 1984 (PACE)

e Bribery Act 2010

As a Local Authority we are required to participate in the Cabinet Office’s National Fraud
Initiative: a data matching exercise to assist in the prevention and detection of fraud. This
involves the provision of particular sets of data to the Minister for the Cabinet Office for
matching, for each exercise, as detailed on the National Fraud Initiative page from
GOV.UK.

The use of data by the Cabinet Office in a data matching exercise is carried out with
statutory authority under Part 6 of the Local Audit and Accountability Act 2014. It does
notrequire the consent of the individuals concerned under the Data Protection Act 2018.
View further information on the Cabinet Office’s legal powers and the reasons why it
matches particular information on the National Fraud Initiative privacy notice from
GOV.UK

Harrow Council may disclose information you provide to a Specified Anti-Fraud
Organisation (SAFO) for the purposes of preventing fraud. The personal information we
have collected from you will be shared with fraud prevention agencies who will use it to
prevent fraud and money-laundering and to verify your identity. A SAFO enables or
facilitates the sharing of information for the prevention of fraud and is specified by an
order made by the Secretary of State. If fraud is detected, you could be refused certain
services, finance, or employment. Further details of how your information will be used by
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us and these fraud prevention agencies, and your data protection rights, can be found by
visiting CIFAS. Disclosures of information from a public authority to a SAFO are subject
to a Code of Practice and this, along with a full list of SAFO’s we may share information
which can be found on the Home Office website below.

Data sharing for the prevention of fraud: code of practice - GOV.UK
We collect and process the following categories of personal information:

e Personal and family details

e Lifestyle and social circumstances
e (Goods and services

e Financial details

e Employment and education details
e Housing needs

e Visualimages, personal appearance and behaviour
e Licenses or permits held

e Student and pupil records

e Business activities

e Case file information

e Criminal convictions and offences

We may also collect and process special categories of personal information that may
include:

e Racial or ethnic origin

e Political opinions

e Religious or philosophical beliefs

e Trade union membership

e (Genetic data, biometric data for the purpose of uniquely identifying a person
e Data concerning health

e Dataconcerning a person’s sex life or sexual orientation

How we collect your information

We collect information in a number of ways, for example, by letter, written applications
for services, email, face-to-face, other agencies, telephone calls and online forms.

Who we may share your information with

We will share personal information with law enforcement or other authorities if required
by applicable law such as:

e The Cabinet Office

e Government agencies
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e Specified anti-fraud organisation’s

e The Police

e Judicial agencies e.g. Courts

e Department of work and pensions

e HMRC

e Local authorities

e |n certain circumstances employers

e CIFAS

e Credit reference agencies

e We are currently participating in a pilot scheme with the Public Sector Fraud
Authority (PSFA) and Airbnb which involves the secure sharing of social housing
tenancy data to identify the fraudulent sub-letting of social housing

We will only share information with these organisations where it is appropriate and legal
to do so. We may also share information, for example, if there is a risk of serious harm or
threat to life. Where this is necessary, we are required to comply with all aspects of the
UK GDPR and the Data Protection Act 2018.

Keeping your information secure

We have appropriate technical and security measures in place to prevent personal
information from being accidentally lost or used or accessed in an unauthorised way. We
limit access to your personal information to those who have a genuine business need to
know it. Those processing your information will do so only in an authorised manner and
are subject to a duty of confidentiality. We also have procedures in place to deal with any
suspected data security breach. We will notify you and any applicable regulator of a
suspected data security breach where we are legally required to do so.

Where we store your personal data
Your personal data is primarily stored and processed within the UK.

In some circumstances, it may be necessary to transfer personal data outside the UK.
Where this happens, we will ensure that appropriate safeguards are in place to protect
your information in accordance with UK data protection law. This may include the use of
International Data Transfer Agreement (IDTA) or other approved mechanism.

Your data may be processed by authorised staff within the Council or by carefully
selected service providers acting on our behalf. All such processingis carried out under
strict contractual controls and in line with our data protection and security policies.

We take appropriate and organisational measures to protect your personal data against
unauthorised access, loss or misuse.
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How long do we keep your information?

We will only retain your personal data for as long as necessary to fulfil the purposes for
which it was collected and to comply with legal and regulatory requirements.

Typically:

-Fraud investigation and enforcement cases may be retained for up to 7 years

-Other records may be retained for up to 3 years.

Retention periods may vary depending on legal requirements and the nature of the case.
Your Rights and Access to your information

Under the data protection law, you have the right to:

¢ Requestaccesstoyour personal data

e Request correction of inaccurate orincomplete data
¢ Request erasure of your data, where appropriate

e Objectto orrestrict processing

¢ Request data portability

e Not be subject to automated decision-making

Please note that some of these rights may be restricted where data is processed for the
prevention or detection of crime.

To request information that we hold about you visit our Subject Access Request page.
If you have any concerns

If you have concerns about how we handle your personal information you can contact us
using our complaints process.

If you are not satisfied with our response, you have the right to complain to the
Commissioner’s Office (ICO). You can report a concern by visiting the ICO website. Make
a complaint about how an organisation has used your personal information | ICO

Changes to our Privacy Policy

We may update this privacy notice from time to time to reflect changes in our services or
legal obligations. The latest version will always be published on our website.

Revised: June 2026
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