Egress Setup Guidance

The Data Protection Act 2018 and the UK General Data Protection Regulation GDPR have
clear guidelines on the responsibilities of those processing and controlling information. With
this in mind it is increasingly important that we send children and families information
securely. With security being a primary concern for securing children’s data, we are using
the Egress (secure email) solution. This not only encrypts the email but also has a two step
process to accessing the email and notifications for authorisation if users forward the
message on.

Egress is an internet browser based email solution so is similar in use to gmail, hotmail and
other online email accounts. In order to support settings we have compiled this guide to
provide a step by step process for Egress setup and management.

In order to send and receive documents you will need to setup a free Egress user account.
This guide will allow you to:

¢ Identify an Egress email

e Setup your free Egress Account

e Access your email

¢ Manage your Egress mailbox
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Egress Setup Guidance

Receiving a secure email through Egress
1. You will receive an email which will state:

‘This email has been sent to you securely using Egress Switch
Click to read this secure email online’

Click/select the link ‘read this secure email’

[ Mail - harowearlyyears@hc > Secure Email and File Transf |+

€ ) @& hitpsi//outlooklive.com/owa

Outlook Email

Search Mail and People SO ® New|v T Delete &= Archive Junk|v Sweep Moveto v  Categories v ses

A Folders Focused Other Filter v Egress invite/Transition Document 1v
Iitee i Sharon.Bristow @harrow.gov.uk -
Junk Email Egress invite/Transition Document 1223 Sharon_Bmstow@harrow_gov_uk {; v
This email has been sent to you securely using Egress S.. Today, 12:23

Drafts v

o
Sent ltems
Deleted ftems D Email-SB-170523-1222..

809 KB

Download  Save to OneDrive - Personal

C%/‘/"ﬂéd . )

LONDON

This email has been sent to you securely using Egress Switch

N
( ) {, Click to read this secure email oniine.
p q i #Ffow council

and enables you to communicate securely.

Regular user? Download our free desktop or mabile apps.

Having problems accessing the email? Click Here

Upgrade to Premium
Add a message...

= E s M

Create an Egress Account

1. This is a one off process. Click the link in a received secure mail. A new tab will be
opened on your internet browser and you will be directed to the Egress website
‘Welcome to Switch Web Access’. The following options will be available:

e ‘Signin’ — If you already have an Egress account. Your Egress account must be
registered to the email account where the original mail was sent or you will not be
able to access the received email.

o ‘Register for free’ — Create a new account
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2 Switch Web Access - Intemet Explorer 1=l x]

& Wt/ reacer egress.com /1561501 s 614 seedi 300 O ]| ) Memtifed by GeoTrust | 4[4 Seaich resus ~sharonsbiistons || Mail=harowesdyyears@hot.. | 723 Swtch Vieh ficcess %

Ble Edt View Favortes Tools Help

£, Switch Web Access Sian n o Swich

A tome

@ Compose . _
Welcome to Switch Web Access v e s .

way to share confidential in

& service from Egress Software Technolagies that provides a secuse

@ re

You have received a secure message A Switch ID is required to send and reeeive secure emails using this service.
Frequent users may prefer to downioad the free clisnt apps for deskiop and mobie
Having trouble’? Read our anline tutorials, or contact Egress support for help.

sam more about Swich

Select ‘Register for free’ and complete the Egress Switch Sign Up form. Ensure
that the ‘Email (Switch ID)’ is the same as the email address where your original email
was sent (for example, if your email address is earlyyears@harrow.gov.uk you use this
email as your Egress Email (Switch ID) when you create your account).

2. After completing your details, password and security questions check the terms and
conditions select ‘Create Account’.

{© Egress Switch | Sign Up - Internet Explorer
G_\;w [E] D -] Certificate error || €4/ | /23 Mail— harrowearlyyears@hot... | (2 Eqress Switch[SignUp % ||

| Ele Edit View Favorites Tools Help

< switch’ | Registration (&3 sianin to Suitch

Sign Up

o Please enter your details below to create a new Egress Switch user account Join our Trusted Network

Egress progucts and services are used
d trusted brands

Email (Switch ID)-" I com 9|

First name:"

by
around the worid,

Last name:* Sign up for your free account and

discover how Egress Switch has

J changed the way we share confidential
data

Phone number: [

We wil not con

¥ Email me about product updates and services from Egress

Account Benefits
@ Chooss a strong password to protect your identity. Your Switch ID is a secure idenity
This allows you to read and reply to
] encrypted emails as well as access
large files that have been sent to you
ssword ] sequrely.
Minimum § Gharacters, with at ieast 1 lower Gass and sither 1 upper case / number

Password:* [Passu

Confirm password:* [Confir

- Select your own password &

Question #1 [ In what city did you meet your spouse? securty questions.

Answer #1- [Answer 1 ] - Read & reply to encrypted emails
for free.

Question #2 [Whatis your father's middie name? + Track inreaktime when your
secure emails or files are opened.

Answer #2° [Answer#2 ]

still not sure?
© o complete the sign up process please enter the security code shown below

ASTBE

aF

- Don't worry we will never share

g @ your details with 310 party

& - We promise not o contact you
unless requested to do so.

Security code:”

Learn more about Switch

[ Ihave read and agree with the Egress Privacy Statement

Administration Panel | Web Access | Download | Privacy Policy | Lega
©2009-2017. All ights reserved. Egress Software Technologies Ltd. (WEB1)

3. Once you have created your account an ‘Almost Done’ screen will appear requesting an
‘Activation Code’. Keep this screen open. You will be sent an email back to your
standard email account with an activation code.
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onfsccountcreate aspiin O =|| 14 Cenificate erar || 4| | Mail = harrowearlyyears@hot... | & Almost Done %

<& switch' | Registration

Almost Done

A new Egress Switch account with Switch 1D harrowearlyyears@hotmail.com has been created but -
Account Benefits

is not active yet. A message with an activation code was sent to your address.
Your Switch 1D is a secure identity.

To activate your Switch account please click on the link contained in the email, or copy the activation This allows you to read and reply i

cade into the box below. encrypted emails as well as access

Note: If you don't get the email within 3-5 minutes, please check your Spam folder large files that have been sentto you
securely.

Activation code: I |

+ Select your own password &
security questions.

* Read & reply to encrypted emails
for free.

+ Track in real-time when your

secure emails or files are opened

Admir on Panel | V w | Priv | L
© 2009-2017. All rights reserved. Egress Software Technologies Ltd. (WEB1)

4. Copy the activation code found in your standard email account and place this in the ‘AImost
Done’, ‘Activation Code’ field and select ‘Submit Activation Code’.
2 Mail - harrowearlyyears@hotmail.com - Internet Explorer

6\:; - I@ https://outlook.live.com/owa/?path=/mail/inbox O~ & 4+ 2 Mail-harrowearlyyears@... % | (= Almost Dene

| Eile Edit View Favorites Tools Help

Qutlook Email

,0 @ New | ¥ Tll] Delete W Archive Junk|¥ Sweep Moveto v Categories v wee

Focused Other Filter v Welcome To Egress Switch

Egress Switch
Welcome To Egress Switch 1347 Egress Switch <switch@egress.com>
Dear Harrow Early Years, Welcome to Egress... Today, 13:47
You ¥
Sharon.Bristow@harrow... Desr Harrow Early vears
Egress invite/Transition Document 12:23

This email has been sent to you securely

Welcome to Egress Switch,

@ing code to activate your account:

https://switch.egress.com/ui/registration/activation.aspx?cade=PBOT-BH2H-NXND-SW4|

=* Please note that this code is only valid for 24 hours. If you do not activate your accour

Regards,
Egress Switch
»

About Egress Software Technologies
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‘tion/accountcreste.aspxfu. O < || Certifi |4+ 2 mail |& Bimost Done %

. switch' | registration 73 Sanin o Suitch

Almost Done

A new Egress Switch account with Switch ID harrowearlyyears@hotmail.com has been created but

is not active yet. A message with an activation code was sent to your address. Account Benefits
Your Swiich 1D is a secure identity.
To activate your Switch account please click on the link contained in the email, or copy the activation This allows you to read and feply to
code into the box below. encrypted emails as well as access
Note: If you don't get the email within 3-5 minutes, please check your Spam folder. large files that have been sent to you
securely.

Activation code:” PROT-BH2H-NXND-SW4E-GPUD| x|

+ Select your own password &
security questions.

* Read & reply to encrypled emails
for free
« Track in reak-time when your

secure emails or files are opened.

Administration Panel | Web s | Downl | Privacy Palicy | Lega
© 2009-2017. All rights reserved. Egress Software Technologies Ltd. (WEB1)

5. You will be asked to enter your Egress Password and select ‘Activate Switch Account’.

Stration/activation.aspxifrom: O v | Certificate emor || 44| [ Mail= | (2 Egress Switch | Almost Do...

%)
i

3 switch’ | Registration

Almost Done

Please confirm the password you entered when registering Switch account

. A t Benefits.
harrowearlyyears@hotmail.com ccount Benel
Your Switch ID is a secure idenfity.
Confirm password:* | ‘ This allows you to read and reply fo

encrypted emails as well as access
large files that have been sent to you

= securely.
Activate Switch Accoun

= Select your own password &
security questions.

+ Read & reply to encrypted emails
for free.

Track in real-time when your
secure emalls or files are opened.

Administration Panel | Web Access | Download | Privacy Policy | Legal
© 2009-2017. All rights reserved. Egress Software Technologies Lid. (WEB2)
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6. You have now successfully created your Egress Account. Select ‘Read your message now’ to

view your messages.

‘registration/activation.aspx?from= pj|@ Certificate error ‘ ++ [ 2 Mail-t hyyears@h | 2 All Done x I

o

7 switch’ ‘ Registration

All Done
You can now access secure content using your new Switch account:
harrowearlyyears@hotmail.com

Thank you for signing up with Egress Switch

Read your message now

Administration Panel | Web Access | Download | Privacy Policy | Let
@ 2009-2017. All rights reserved. Egress Software Technologies Ltd. (WEE

7. Now that you have created your account you are ready to sign in to ‘Switch Web Access’.

=lalx]

O - By LB P <] ) Eyms Sowae Techn ) (RTINS oY SR W Reees ™%

Eile  Edit View Favorites Jools Help
© What's This?

Welcome to Switch Web Access A Al e S T W s

way to share confidential information

(@ Compone

@ e jch D s equi ve secu s ser
You have received a secure message A Switch 1D is required 1o send and recenve secure emails using this senvice.

Frequent users may prefer to downioad th free client apps for deskiop and mobile

Having trouble? Read our gnline tutonals or contact Egress support for help.

em mor aich

Select ‘Sign in” (Orange Key), and you will be asked to login.

Note: If you are using an alternative brower it may ask for verification through an activation

code.
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(21 Secure Data Transer | Egees: 3¢ | (3] 158-170523-122225) Egress i | G Egres aror Waming: bneg X+ |=|o s
) (D @ egress Sottware Tecnnalogues . (G8] | hetps://resder egress.com 2965-T61-dsee-SFJddechcecc @ | Q sea 8 + &# O =
&£ Switch Web Access bamsssestincon ([
A Home SB AReply  x Close
@ compose
A Warning: Integrity of this package cannot be verified. Package data may be tampered with
B o
“Sharon Bristow”  Sharon SICWENATO 02V UK )
hamowearnyers@natmaiLcom
& Receied @ ' 233y 2017 1222
Egross imileTransiion Documart
A s
H
£ semings
This i yaur Egress email invite, atached is the Transition Document for your reference.
© Should you please do not hesitate
Kind regards
sharon
Sharon Bristow

Phone: 0208736 6654
Mobile: 07747 152121
Email: sharon. bristow@harrow:gov.uk

Work Days: Tuesday, Wednesday and Thursday

w3NE

& S
Yo Early Y&

© 2017 Egress Software Technologies

Managing your Email

The Egress email functions similar to the majority of browsers.

1. On the left pane of the screen you will have access to:

e Compose — Create Email

e Drafts — Part written emails (not sent)

e Received — Incoming emails

e Sent - Emails sent through your Egress Switch account
Secure Data Transfer | Egres: X}‘"’ Switch Web Access * "|\S Egress error Warning: Integr > |

(€ )9 | @ @ Egress software Technologies .. (GB}  https://reader.egress.com

&£ Switch Web Access

@A Home
Welcome to Sw

Switch Web Access is an onlin¢

E Drafts
Learn More

Received o

[:I,‘ Compose

Settings

(=]
4 Sent (1] & Open a Secure Email

@

Forward the message to open@switch eqress com
your secure content online. If you have already rece
it below:

|Paste a link or a code here to open a secure emai

2. Onthe top right of the screen the right arrow is for signing out of Egress.
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wB ¥ & O

harrowes I iotmail.com E‘

3. Clicking on your email address will provide you with a summary of your account including
credits.

Egress error Warning: Integri < | +

in/

iinistration Panel

I Welcome, Harrow Early Years!
Q My Account

Switch 1D: harrowearlyyears@hotmail.com
User display name:  Harrow Early Years

Previous sign-in: 23 May 2017 16:34

Change Settings Change Password

-ﬁ.d.i' Payment Settings

Account type: Free Account

Account balance:  25.0 credits

Purchase Switch
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Sending an email through Egress

1. Loginto your Egress account and select ‘Compose’ on the left pane. Create your email and
attach any documentation or images.

2. Select Save Draft or Send Secure when completed.

Secure Data Transfer | Egres: XJ‘: New message | Switch Web ‘|\G Egress error Warning: Integri < | +

( €= ) (@ @ Eqress Software Technologies ... (GB) https://reader.egress.com/compase ¢ || Q search B ¥ @ =

Switch Web Access

A Home (£" (No Subject) % Cancel
Q Compose .

g, Send From harrowearlyyears@hotmail.com
ooy
To userl@example com; user2@example cam

n
E Drafts

Cc sharon.bristow@harrow.gov.uk | =
Al Received o Subject

[ =end me a copy

Attachments -~

4 Sent
o Choose Files
-

£ Setiings 4 @ B I U S x X EEE=E=E E~EZ-@ @ L A~ e - 1z ~ - JExpand
e Help 1

By continuing to use this site, you consent to the use of cookies. Got it

3. You will receive a confirmation of sent mail.

Secure Data Transfer | Egres- ><)." Switch Web Access % | 5 Egress erorWaming: Integr %+
\S
( €= ) (D @ Egress Software Technologies ... (GB) https://reader.eqress.com/success/08ebc208-e74e-3785-0448-196774c43d2 E1 @ || Q Search wBe ¥ & 9 =

Switch Web Access

A Home " Message Sent Successfully
ij‘ Compose Your secure email, HEY-170523-170517, has been sent successfully to 2 recipients.
> A copy of this message was also sent to harrowearlyyears@hotmail.com.

ﬁ Drafts

What would you like to do now?
Q s @ s e v
a4 s O
o Settings

Help

By continuing to use this site, you consent to the use of cookies. Got it

2017 Egress Software Technologies {W2) Privacy Policy | Legal
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Further Information

Egress account Access

Egress video resources

If you have already created your Egress account and are having trouble with access please follow
the on-screen instructions or contact Egress directly.
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